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The objective of this research is stated as the design and establishment of a
product identity authentication system utilizing Near Field Communication
(NFC) technology to combat the phenomenon of counterfeiting and smuggling
of goods. The research methodology consists of three main steps: first,
industrial market segmentation based on four criteria of product perishability,
market fraud rate, public acceptance, and average price; second, prioritization
of suitable industries using the Analytic Hierarchy Process (AHP); and third,
developing market entry strategies for the top industries by employing SWOT
analysis. According to the research findings, the cosmetic and hygiene
industries, clothing, auto spare parts, gold and jewelry, and handicrafts were
identified as the top application domains for implementing this technology.
Furthermore, the key advantages of NFC technology compared to traditional
barcodes, including data encryption, fast access, and high storage capacity,
were enumerated. The final conclusion of the research indicates that
implementing an NFC-based system can significantly restore consumer trust
and prevent threats arising from counterfeiting and smuggling in vital
economic, health, security, and cultural sectors. Additionally, based on the
conducted analysis, four types of market entry strategies were presented.
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Extended Abstract

Objective

This study aims to design and deploy a product identity-verification platform using Near Field
Communication (NFC) technology to counteract product counterfeiting and smuggling. The
research approach is quantitative and application—development oriented, since its purpose is to

prioritize industries for market segmentation of product authentication to improve the platform’s
service delivery.

Methods

The study is descriptive-survey in design and cross-sectional in scope. The statistical population
comprised all active industries in the country whose products are susceptible to counterfeiting,
forgery, or require authentication. Given the platform’s B2B nature, sampling was purposive-
judgmental: industries selected were those judged in a focus group to have the strongest relevance
to the four prioritization criteria. Sample size was determined by theoretical saturation in the focus
group, and final prioritization was validated with participation of platform managers and experts.
Data collection tools included: (1) a scoring sheet based on four primary criteria (product
perishability, presence of fraud in the industry market, product generalizability, and average
price), developed during the focus-group session; and (2) a semi-structured focus-group meeting
whose minutes served as supplementary qualitative data. Content validity was used to ensure
instrument validity; criteria and items were reviewed and approved by three marketing professors
and two platform experts. For analysis, each industry’s scores on the four criteria were collected
and normalized, then industries were prioritized using the multi-criteria decision-making method
Analytic Hierarchy Process (AHP). Qualitative data from the focus group were analyzed
thematically to interpret quantitative results. Although many end users access the platform’s
services, their access is indirect through industries; therefore, segmentation was performed by
industry (not by end users).

Findings

Four core criteria—high product price, product generalizability, perishability, and presence of
fraud/market violations—were weighted with AHP. The weights found were: presence of fraud
in the market 0.390 (most important), product price 0.277, product generalizability 0.238, and
product perishability 0.095 (least important). Perishability scored lowest because a Food and
Drug Organization already covers authentication for perishable goods through its own platform.
Next, focus-group members scored each market segment from 0 to 10 per criterion; multiplying
these scores by the criterion weights produced the final segment priorities. Cosmetic and
personal-care products, apparel, automotive spare parts, gold and jewelry, and handicrafts were
identified as the top application areas for implementing the technology. Although cosmetics and
personal-care had the highest priority, the Food and Drug Organization has already entered that
market, so it is not currently viable for platform entry. Apparel ranked second; entering it requires
washable fabric tags and negotiations with reputable brand-tag importers (whose tags are
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typically costly). Automotive spare parts ranked third—due to prevalent counterfeit parts—where
platform services could be highly beneficial, requiring negotiations with several large companies
to cover a substantial share. Gold & jewelry, handicrafts, and carpet industries followed; their
luxury or artisanal nature means presence there can build brand awareness and attract significant
customer numbers. Key advantages of NFC over traditional barcodes include data encryption,
fast access, and high storage capacity.

Strategy (SWOT-based) and market-entry approaches: A SWOT model was developed and four
main market-entry strategy types were proposed. Recommended strategies include:

e Market penetration in competitor-free markets (SO1): As a first-
mover authentication service, the platform should engage all targeted firms and emph
asize promotional measures (discounts, installment/credit sales) to encourage adoption
; more time may be needed to secure collaboration.

» Market penetration in competitive markets emphasizing specialized marketing capabiliti
es alongside authentication (SO2): With incumbent competitors, target markets narro
w; promotional efforts should position the platform as possessing specialized marketi
ng skills (market research, finding interested customers, expanding to foreign markets
) combined with authentication. Pricing and distribution channels (tag distribution and
data onboarding) require careful design.

« Positioning and reputational strategy emphasizing the value of platform services (SO3):
Create a differentiated functional advantage, especially in competitive or traditional m
arkets.

e Platform development guided by owners’ and consumers’ feedback and adding features
demanded by end users (SO4): Emphasize designing and implementing a Customer R
elationship Management (CRM) system.

e Broad advertising and guerrilla marketing campaigns (SOS5): Given limited awareness a
mong end consumers and producers, aggressive marketing is necessary to brand the pl
atform. Additional strategies include targeted market-
focus, reducing service costs, differentiating from competitors, collaborating with trad
e unions and associations, flexible and incentive pricing, partnerships with packaging
firms, commission-
based sales networks, alliances with competitors, and selective outsourcing of some ac
tivities.

Conclusion

The authentication market in Iran is large and—given weak intellectual property enforcement—
has largely been shaped by government involvement; before that, authentication use was sporadic
among some reputable brands. Authentication methods and technologies span holograms,
barcodes, QR codes, SMS, NFC, and RFID. Cost is a critical determinant of technology adoption:
if NFC imposes costs on end consumers, uptake will be lower; if producers must bear costs, they
must be minimal and justified by sufficient incentives. Tag cost and labor for data entry are key
expense items. For low-priced goods, adding a tag is often not economically viable; the study’s
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market analysis suggests an approximate minimum product price of USD 20 for items that warrant
tagging. Niche (highly specific) products yield limited benefit from tagging because their
customer bases are small and already confident in authenticity; therefore, authentication markets
should focus on widely used products where consumers are uncertain about authenticity.
Currently, counterfeiting is increasing in handicrafts, apparel, and carpets due to high profit
margins, concerning both producers and consumers. Considering adverse macroeconomic
conditions (recession, inflation, high prices, broad international sanctions), the apparel market in
Iran is particularly troubled: an estimated 70% of products are imported as smuggled goods, and
between 2012 and 2022 the value of smuggled apparel was estimated at over 50 trillion rials.
Based on these findings, recommended actions for the platform include: lowering service unit
costs in this market; promoting the platform’s role in protecting domestic designers’ new patterns
by registering designs and fashions; promoting the platform’s role in supporting exports through
improved marketing; promoting the platform’s role in branding domestic products; and promoting
the platform’s role in helping importers prevent product counterfeiting in the domestic market.
Ultimately, NFC-based system implementation can substantially rebuild consumer trust and
reduce threats from counterfeiting and smuggling across critical economic, health, security, and
cultural sectors.
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